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abstract
With the development of artificial intelligence (AI), a tampering
technique called “deepfake,” in which the face of one person is processed
into another expression of the same person or a different person, has
advanced, and there is a need for countermeasures against crimes that
exploit deepfake. Methods to interfere with deepfake generation by
adding an invisible weak signal (protection signal) to an image have
been proposed, but there is a problem the weak signal can be easily
removed by processing the image. Therefore, this study aimed to develop
a protective signal that is more difficult to remove than conventional
methods and developed a technique for embedding a protective signal

while reconstructing a face so that people do not feel strange and a




technique for generating a protective signal that is difficult to remove

by smoothing or other image processing.
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